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Understanding Cybersecurity Education
Gaps in Europe

Sara Ricci , Simon Parker , Jan Jerabek , Yianna Danidou , Argyro Chatzopoulou ,
Remi Badonnel , Imre Lendak , and Vladimir Janout

Abstract—Demand for cybersecurity professionals from
industry and institutions is high, driven by an increasing
digitization of society and the growing range of potential
targets for cyber attacks. However, despite this pressing need
a significant shortfall in the number of cybersecurity experts
remains and a discrepancy has emerged between the skills
introduced through education and those required in professional
settings. In this article, a political, economic, social, technological,
legal, and environmental (PESTLE) analysis was utilized to
explore the factors impacting cybersecurity education in Europe.
The PESTLE analysis enabled the categorization of factors
affecting cybersecurty education and skills and allowed for
cybersecurity professionals to assess the relevance of the factors
at a national-level and European-level. Utilizing the concept of
modularity from social network analysis, the interconnectivity of
factors was also considered. Finally, a European-level stakeholder
survey was conducted to verify the findings. As a result of
the above process, a lack of societal awareness of cybersecurity
was identified as a major challenge to education, along with a
lack of EU-level certification. It should be noted that significant
differences between factors perceived as impacting cybersecurity
education were found between countries suggesting a need for
local solutions to the problem.
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I. INTRODUCTION

IMPROVING the availability, accessibility, and quality of
cybersecurity education will play a pivotal role in tackling

the current global cybersecurity skills shortage [1]. In 2021,
the (ISC)2 [2] estimated that there was a global shortfall
of approximately 2.7 million cybersecurity experts. Although
globally, the gap had decreased from 3.1 million to 2.7 million
in 2021, in Europe this small improvement was not consis-
tently felt, with some nations and sectors able to address the
issue more quickly than others.

Recent reports from global associations [2], [3], European
organizations [4], [5], and European projects [6], [7], [8], [9]
have also highlighted the importance of this matter as well
as possible causes of, and solutions to, current challenges
within cybersecurity education. ENISA [4] has argued that
many of the current cybersecurity educative issues could be
overcome by redesigning educational and training pathways.
Work by ECSO [5] suggests that cybersecurity education is
often viewed as a specialization or “add-on” to a computer
science degree, thereby failing to realize its interdisciplinary
nature. Despite these reports, the reasoning for the failure to
produce a sufficient number of cybersecurity professionals is
not fully understood. The challenges faced vary by country
and sector [2] making the identification of underlying factors,
and the interconnections between, them difficult.

A political, economic, social, technological, legal, and
environmental (PESTLE) analysis was implemented to facil-
itate a better understanding of this problem by categorizing
the underlying causes as either PESTLE factors [10]. Such
analyses are a common part of development frameworks as
they provide an easy-to-use method to reveal and understand
gaps and challenges from multiple perspectives. As such,
PESTLE is a useful way to conceptualize the multifaceted
challenges of cybersecurity education. The PESTLE analysis
that was performed also permits the creation of a common
taxonomy of challenges for the development of future research
and activities.

The remainder of this article is organized as follows.
Section II briefly reviews PESTLE analysis as a tool and its
usage within the cybersecurity domain. Section III introduces
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the PESTLE analysis implemented for analyzing the gaps in
cybersecurity education. Section IV provides the statistical
results of the further analysis conducted at European and
country levels. Section V presents the results of the survey sent
out to cybersecurity stakeholders to facilitate the identification
of cybersecurity skill gaps and needed competencies. The final
section contains the conclusions.

II. PESTLE AND CYBERSECURITY EDUCATION

In order to ensure the presented analysis is as exhaustive
as possible, several reports and articles related to this topic
were considered. The proposed PESTLE analysis can be
understood as a summary of the current state of cybersecurity
education-related research. In this section, the focus will be on
reviewing research that utilized a PESTLE analysis approach
to explore cybersecurity education. For a more comprehensive
review of cybersecurity education-related publications see
Sections III and IV.

A PESTLE approach is often used for market analysis [10],
or as part of a risk management process. Baghdasarin [11]
employed PESTLE in conjunction with strengths, weaknesses,
opportunities, and threats (SWOT) analysis. SWOT explores
the environment from a slightly different perspective, splitting
it into internal and external portions. In [12], PESTLE is
presented as a way to identify social limitations and to
coordinate the requirements of stakeholders. Blum mentions
PESTLE in [13] as a critical component to consider when set-
ting up the context of a risk program, such as Open FAIR [14]
or ISO31000:2018 [15]. In [16], the analysis helped them to
highlight major aspects affecting Sri Lanka’s national security.
In [17], PESTLE was used as part of the design process
for an identity access management tool (IAM). PESTLE was
presented in the form of a mind map for the development
of new ideas. Simpson et al. [18] implemented PESTLE in
the field of e-learning in healthcare professional education. In
their article, PESTLE uncovered characteristics affecting the
Scottish higher-education system.

It is important to note that there are several analytical
strategies that are used in business analyses. In this study,
a form of external environment analysis was utilized since
these allow analysts to identify and then address changes that
may arise [10]. There are two commonly used techniques for
conducting such external environment analyses: 1) PESTLE
analysis or 2) Porter’s 5 forces analysis. In particular, Porter’s
5 Forces is used to examine where power lies in a specific
domain whereas PESTLE identifies the macro-external factors
affecting an organization. Due to the multidisciplinary nature
of cybersecurity, it was felt that a PESTLE approach would
give us the best overview of the different environments
involved.

In conclusion, PESTLE is a well-established tool that is
currently in use, albeit separately, both in education and
also the cybersecurity industry. To the best of research team
knowledge, the results, which were presented in [19] and also
partly in [20], are the first to target cybersecurity education
with a particular focus on the European-level using this
approach.

A. Contributions

The PESTLE analysis methodology was introduced and
evaluated in [20] and developed during the REWIRE
project [19]. 31 factors affecting cybersecurity education were
identified, defined, and briefly described. Moreover, the factors
were analyzed from the perspective of 11 European countries.

This article seeks to build on the conclusions of previous
work by:

1) improving the descriptions of the factors by pro-
viding new up-to-date and primarily European-related
references;

2) extending the country-level analysis with more statistics
and with the addition of two factors. This enables us
to present a more comprehensive view of the situation
across Europe from a variety of national (i.e., local)
perspectives;

3) developing a social network analysis approach allowing
the visualization of connections among factors through
the generation of a network map. Four broader areas
were identified within wider networks of connected
factors. This helped to reveal which factors are con-
nected across categories and to describe how they are
mutually dependent in a particular country. It should
be noted that the linkages are validated by national
references;

4) applying the PESTLE schema and the social network
analysis at the European-level by evaluating the findings
of the four winning pilot projects (i.e., CONCORDIA,
CyberSec4Europe, ECHO, and SPARTA). This strength-
ens and consolidates the analysis by supporting the
previous results;

5) soliciting responses from cybersecurity stakeholders
regarding the prioritization of factors by conducting a
questionnaire survey.

Notably, statistical approaches were used to view the results
in a more general and comprehensive way and to reveal areas
of interest. Furthermore, the linkage between identified factors
helps to reveal the interconnections and the dependencies
among factors in a new and novel manner.

III. PESTLE ANALYSIS

The Cybersecurity Skills Alliance—a new vision for Europe
(REWIRE) Project [9] highlighted the need for the develop-
ment of a European sectorial skills strategy for cybersecurity.
This need, and the shortfall in the number of trained cyber-
security professionals available, motivated us to develop
a methodology for implementing a cybersecurity-education-
oriented PESTLE analysis. This methodology incorporates
a series of steps implemented with the contribution of all
REWIRE partners. In this section, the results of the first stage
of this work and the 31 identified factors are described. These
aspects were identified collaboratively by experts in each
PESTLE field with an extensive analysis of the state-of-the-
art literature. Although a PESTLE analysis categorizes factors
into one of six categories, it should not be assumed that these
factors are completely unconnected. In Section IV, the authors
present the approach taken to analyze the factors across
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categories, exploring whether indirectly captured, broader
causes exist.

A. Political Factors

The analysis of political factors assesses existing legal and
other regulatory frameworks (status and trends) that can affect
cybersecurity education. Political factors analyzed may include
elements, such as regulations at the national, European, and
global levels.

1) Lack of Relevant European Regulatory Frameworks:
Several frameworks have been developed at the European-
level [21]. Nevertheless, these frameworks however fail to
address cybersecurity education and training in sufficient
detail, leading to a lack of relevant regulatory frameworks in
this area [22].

2) Lack of Coordination: There is a clear need for (national
and European-level) coordination amongst stakeholders and
leading institutions [23], [24]. This lack of coordination causes
roadblocks in its effective implementation [4], and results in
the development of training curricula that do not align well
with the needs of industry.

3) Vulnerabilities of the Training Systems and Skills
Shortage: Cybersecurity education needs to attract more stu-
dents and to better identify the skills required in the labor
market [4].

4) Political Ambition to Create Cooperation Frameworks:
There is also a need for greater political efforts regarding the
creation and development of cooperation frameworks amongst
academia, employers, and governments [25].

5) Greater Attention to Policies Dedicated to Raise
Awareness of Cybersecurity Career Paths: Currently, there is
an insufficient number of policies aimed at raising awareness
of career paths within the field of cybersecurity [26].

B. Economic Factors

The economic factors identified in relation to cybersecurity
education can be analyzed across two distinct axes. The
first axis contains challenges that are related to the design,
development and maintenance of a national or European
cybersecurity education framework. The second axis contains
challenges that are related to individuals and organizations
obtaining the relevant cybersecurity skills.

1) Economic Impact of the European Cybersecurity
Educational Ecosystem: According to ISACA report [27],
55% percent of survey respondents claimed to have unfilled
cybersecurity positions. This shortfall of the cybersecurity
workforce capable of handling cybersecurity tasks represents
an issue for both economic growth and national security [4].

2) Economic Incentives for Cybersecurity Education
Programmes: EUROSTAT data [28], [29] showed that across
the EU-27, 22% of all students in tertiary education were
studying business, administration, or law, whereas only 5%
were studying information and communication technologies.
This has impacted cybersecurity education since a majority of
the current curricula are delivered by engineering and com-
puter science faculties. It is therefore important to incentivize
the enrollment of practitioners in cybersecurity programmes

and systematically implement awareness activities to promote
them.

3) Economic Impact of Inadequate (National)
Cybersecurity Capabilities: There is a very high chance
that (inter)national companies and organizations do not even
realize that they are falling victim to cybercrime [30]. As
such, they are unable to report incidents of cybercrime to
the relevant authorities. This may result in downplaying the
value of cybersecurity and cybersecurity education because
the perceived level of cybercrime is not representative of the
actual situation.

4) Economic Impact of National Economic Resources: As
the digital domain evolves, changes to the abilities and
needs of the organization incur changes to the cybersecurity
controls required and implemented by the organizations. This
may be economically challenging for some organizations and
nations [31], [32].

5) Licensing Costs of Cybersecurity Education Software:
For organizations and individuals to effectively achieve cyber-
security education and training, a combination of platforms
and tools are needed [5], [6]. All of these systems and services
incur payable licensing costs, making it harder for organiza-
tions and individuals to invest in them. This aggravates the
lack of skilled workforce by providing a financial barrier to
entry [33], [34].

6) Economic Costs of Incompatible Training Platforms and
Cyber Ranges: Online training platforms and cyber ranges are
not designed to easily exchange exercises and scenarios [35]
where the scenario development requires is difficult and costly
to implement [36]. This duplicated effort and cost could
be easily eliminated if the scenarios were standardized and
interoperable.

7) Effects of Digital Economy on Skills Demand: The
UNICTAD report [37] described how data has become a key
strategic asset for the creation of both private and social value.
Data are multidimensional and their use has implications not
just for trade and economic development but also for human
rights, peace, and security. Cybersecurity is foundational to
the digital economy and the shortage of skilled professionals
will limit economic growth.

C. Social Factors

Social factors consider demographics, population growth
rate, age distribution, income distribution, family size, pri-
oritization of safety, health consciousness, current lifestyle
attitudes, and cultural barriers. General consumer perspectives
and attitudes, the dominant view of the media, legislative
changes affecting social factors, changes in lifestyle, attitude
toward work, and history could also be considered here.

1) Gender Balance: A recent EU study [38] found that
only 19% of people in management positions in the ICT sector
are female. A limited number of women enter cybersecurity
studies and a significant percentage of them drop out. This
can be attributed partly to lack of support from role models,
persistent stereotyped views that the sector is better suited to
men, a lack of understanding about what cybersecurity jobs
entail, and in some cases, how easy or difficult they find the
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topics studied [22], [39]. Gender balance affects the diversity
in thinking and problem-solving in cybersecurity.

2) Diversified Workforce: A 2018 American study [40]
revealed that minority representation within the cybersecurity
profession is slightly higher than in the overall workforce. This
also impacts upon leadership where different problem-solving
approaches can more effectively mitigate the risks [41].

3) Lack of Dedicated Curricula and Training and No
Clear Identification of Skills: The absence of an established
quality accreditation authority on cybersecurity, of leading
technical thinkers, industry, and government in the process of
curriculum development, makes it a mix-and-match process,
from which multidisciplinary aspects are often missing and
new trends and directions are unlikely to be incorporated in
the curriculum [42]. This leads to a lack of applicants for
cybersecurity degrees, and as a result, to a shortage of qualified
cybersecurity professionals (a quantitative issue) [43]. There
is also a mismatch between the industry’s expectations and the
skills of graduates (a qualitative issue) [44], [45].

4) Stereotypes and Misconceptions of Cybersecurity: This
factor refers to the existence of several cybersecurity stigmas
and misconceptions which have a negative impact on the
cybersecurity industry and its broader role in society [22].
The main identified stereotypes are that: 1) new curricula
are often viewed as an add-on to more mainstream computer
science and fail to realize the critical importance of the
interdisciplinary nature of this area [22]; 2) young people
consider cybersecurity as a field more aimed at the public and
less at the private sector; 3) a lack of a clear cybersecurity
career paths; and 4) cybersecurity is an emergent career with a
relatively young workforce. The latter is related to the limited
potential for the older generation to encourage and support
the development of new workers in this area. Cybersecurity is
often considered to be a highly technical discipline, however
the current key gaps in industry reveal that there is also a need
for nontechnical cybersecurity personnel [24].

5) Social Impact: Alongside the rise of online platforms
where individuals could gather, spend, and share information,
came the rise of online cybercrime that takes advantage of
individuals and whole communities [46]. This has necessitated
a greater interaction between society and cybersecurity and
requires an increase in cybersecurity awareness by the wider
public.

6) Social Awareness: Although cybersecurity is one of
the most important challenges faced by governments today,
its visibility and public awareness of it remains limited.
Communicating the need for, and importance of, cybersecurity
is beset with paradoxes, which have resulted in society not
taking appropriate measures to deal with the threats [47].

D. Technological Factors

Technological factors are variables which concern the
existence, availability, and development of technology that
influence the need for, and the possibilities of, cybersecurity
education.

1) Cyber Ranges: A cyber range [48] is a virtual environ-
ment which emulates real-world scenarios and is an important

technological method for training groups of security pro-
fessionals [49]. A majority of the commercial cyber ranges
can only be obtained under expensive licensing agreements.
Furthermore, the usability of cyber ranges is significantly
hindered by a lack of interoperability [50].

2) Availability of Tools: Hardware and software tools
are essential for providing hands-on experience about the
configuration, and therefore the potential vulnerabilities,
of software systems [51], [52], [53]. Common virtualized
training platforms would enable the sharing of resources and
best practice among education providers [49].

3) Digitization of Society: Digitization of society refers
to the proliferation of connectivity and computing within
basic societal functions, such as critical infrastructures, home
automation, finances, home entertainment, personal communi-
cation, and business transactions [54]. The ability to collect,
use, process, and analyze vast amounts of digital data also
increases the likelihood of attacks, and enables new attack
vectors to be developed [55], [56].

4) Emerging Technologies: There are a number of emerg-
ing technologies which have the potential to change the way
computers, networks, systems are operated, and will require
a redesign of current security curricula. Examples include
quantum computing [57], machine learning [58] and cyber–
physical systems [59]. The requirement for the content of
curricula to respond to the evolution of the field is an ongoing
challenge for cybersecurity education [45].

5) Generalization of Cyber Attacks: Given the increased
digitization of society, there is a significant broadening of the
scope and diversity of cyber attacks. There is also a lack of
differentiation between low-tech attacks (i.e., spam, phishing,
and ransomware) and high-tech attacks (i.e., APT,1 and zero-
day exploits) [60]. Education has to be continuously updated
with respect to the new threat landscape so as to prepare the
future cybersecurity workforce for new types of more complex
types of cyber attacks.

E. Legal Factors

Legal factors may be both external and internal to orga-
nizations, institutions, and governments. Certain laws will
affect cybersecurity or the business environment in a particular
country whilst simultaneously, they are also likely to affect
the implementation of internal security policies and controls.
The legal analysis takes into account both, and charts out the
strategies taken in light of such mandates (e.g., cybersecurity
laws, personal data protection laws, and consumer laws).
During the analysis, five legal aspects were identified. The
following sections briefly describe these aspects and how they
impact upon cybersecurity education.

1) Lack of European Certification: Certification [61], [62]
is a well-established and traditionally used means to define and
formalize desired properties and the best practices to achieve
them. Cybersecurity certification of products, services, and
processes is currently only used to a limited extent [44], and
is focused at the member state-level, or on systems that have
been introduced by the needs of given industries.

1Advanced Persistent Threats.
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2) Lack of Legal Framework Unification: Europe lags
behind other regions in the development of a comprehensive
approach for defining a set of roles and skills relevant to
the cybersecurity field [4], [63]. Many security attacks are
orchestrated across multiple jurisdictions and originate from
non-EU countries.

3) Knowledge Gap of Legal Requirements in Personal
Data Protection: Europe’s general data protection regula-
tion (GDPR) [64] is perhaps the most wide-ranging and
comprehensive piece of data privacy legislation currently in
effect. The GDPR requires data controllers and processors
to use proportionate security measures when working with
personal data.

4) Standardization of Cybersecurity Roles Definition and
Cybersecurity Skills Across Europe: The skills required to
effectively perform the multitude of possible cybersecurity
roles [4] are not formally defined and mapped. Universities and
associations have created a variety of possible qualifications
that may or may not be suitable for certain cybersecurity
roles. The existence of specific qualification bundles [65]
linked with specific cybersecurity roles and equivalents is
considered a pending issue which requires mitigation through
standardization initiatives.

5) Missing Comprehensive Cybersecurity Officer Role
Description: Whilst data protection officers have a clear defi-
nition in the GDPR [66], there is not a similar comprehensive
role description for cybersecurity officers.

F. Environmental Factors

Environmental factors include all those issues and condi-
tions that influence or are determined by the surrounding
environment. Factors of a business environmental analysis
include, but are not limited to, climate, weather, geographic
location, global changes to climate, environmental offsets, etc.
As with all other factors, the definitions below describes how
the environmental conditions and available projections, at the
time of this research, influence cybersecurity and cybersecurity
education.

1) Climate Change and Related Effects: Climate change
leads to extreme weather events that affect ICT infrastructure
and threaten the viability and operations of ICT infrastruc-
tures. Cybersecurity teams need to acquire knowledge and
skills to respond to such events and strengthen organizational
resilience. Furthermore, the International Organization for
Migration estimates that 200 million people could be forced to
leave their homes due to environmental changes by 2050 [67].
This migration could have multiple effects on society in
general.

2) COVID-19 Pandemic Crisis: The restrictions imposed
in response to the coronavirus pandemic have encouraged (or
mandated) employees to work from home. As a consequence,
technology has become even more important in both profes-
sional and personal lives. Cybersecurity education and training
is a crucial resilience parameter, though its implementation
is hindered by the necessity that it has to be conducted
remotely [68].

3) Connected Devices Controlling Environmentally
Sensitive Productions: Legacy industrial control system

(ICS) devices bring forth new threats and risks since as
unlike previously, they are networked, introducing a new
and interesting attack point for adversaries. The effects of a
successful attack to these systems could be numerous and
may include environmental disasters [69].

IV. ANALYSIS OF IDENTIFIED FACTORS

AND THEIR CORRELATIONS

As shown in Section III, the PESTLE analysis recognized 31
factors that appear to affect cybersecurity education. To further
strengthen this outcome, the identified factor at a national-
level were evaluated and the 4 European pilots outcomes were
analyzed, i.e., Concordia, Cybersec4Europe, Echo, and Sparta.
Section IV-A depicts the factors identified by the considered
European countries and Section IV-B presents the results of
the pilots’ overview. In both cases, statistical analyses were
performed on the collected data.

A. Country-Level Analysis

Representatives from 11 European countries were requested
to 1) review the 31 identified factors; 2) identify if and
how they affect cybersecurity education within their country;
and 3) identify possible existing dependencies or connections
amongst the factors. The countries represented in the survey
were: Austria, Cyprus, the Czech Republic, France, Lithuania,
Greece, Hungary, Portugal, Serbia, Spain, and Sweden. By
utilizing the factors described in Section III as a common
taxonomy, it was possible to explore the differences between
the countries through the variation of the factors identified
as impacting cybersecurity education. It was also possible
to investigate the interconnectivity of the factors in order to
ascertain the validity of the division of factors within the
PESTLE framework.

For the analysis of the collected information, three metrics
were considered: 1) the number of connections to other factors;
2) the importance of each factor according to the respondents;
and 3) the number of countries that identify at least one of
these connections. Due to the volume of the information, the
representation of the information is split into Tables I and II.

Factors with more connections can be interpreted as those
shortages, gaps, and mismatches that have a greater impact
on cybersecurity education because they affect the greatest
number of the other recognized factors.

Two factors were identified as having the most connections
to other factors, “26. Knowledge gap of legal requirements
in personal data protection,” and “31. Connected devices
controlling environmentally sensitive productions.”

Fig. 1 depicts the PESTLE analysis performed for Czechia,
Serbia, and Greece. Each numbered rectangle represents one
factor. The correspondence between numbers and factors can
be found in Section III.

In Fig. 1, colored rectangles depict factors recognized as
being of primary relevance, gray rectangles with colored
borders represent factors that were considered to be dependent
on the primary factors, and plain gray rectangles are factors
not identified by respondents in the country. The lines show
the links between factors.
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Fig. 1. Comparison of Czechia, Serbia, and Greece PESTLE interconnections.

TABLE I
POLITICAL, ECONOMIC, AND SOCIAL FACTORS WITH NUMBER OF

CONNECTIONS (CONN.), THEIR IMPORTANCE (IMPORT.), AND

NUMBER OF COUNTRIES IDENTIFYING THEM (STATE)

In Serbia and Greece, political factors were the most
significant, indeed all political factors were identified as
primary factors, or linked to, and they account for the greatest

TABLE II
TECHNOLOGICAL, LEGAL, AND ENVIRONMENTAL FACTORS WITH

NUMBER OF CONNECTIONS (CONN.), THEIR IMPORTANCE (IMPORT.),
AND NUMBER OF COUNTRIES IDENTIFYING THEM (STATE)

number of connections in the diagrams. The large number
of connections between political factors and others that focus
on cooperation and coordination suggests that there may be
a broader overarching factor relating to a lack of cybersecu-
rity governance at national and European level. In contrast,
Czechia differed from Serbia and Greece in that technological
factors were perhaps the most prominent based on their level
of primary identification and their number of connections.

As shown in Fig. 1, similarities and discrepancies can
be found in the analyses depending on the countries. For
instance, Greece is the only country among the three selected
that identified an environmental factor as a primary fac-
tor. Nevertheless, this factor was also identified in Cyprus,
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Hungary, and Spain. Please see Tables I and II for more
details. Undoubtedly “3. Vulnerabilities of the training systems
and skills shortage” is a factor requiring further research in the
future as it was regularly identified as a primary factor, and was
frequently linked to other factors. This finding highlights how
a PESTLE analytical approach can help focus future research
by identifying broad issues that may be obscured if researchers
focus narrowly on individual factors or do not analyze data
from multiple contexts.

Tables I and II list the identified national-level PESTLE
factors. Remarkably, each country identified a majority of the
highlighted factors. Only 3 factors were not identified directly
within the national data: “14. Diversified workforce;” “28.
Missing comprehensive cybersecurity officer role description;”
and “29. Climate change and related effects” belonging to the
social, legal, and environmental areas, respectively.

It should not be interpreted that these three factors were
seen as irrelevant by the respondents; factors that were not
directly identified may have been noted as connecting to
other factors. For instance, “14. Diversified workforce,” is
not included in Table I, but was reported to be connected
to “27. Standardization of cybersecurity roles definition and
cybersecurity skills across the European Union.” This can
instead be interpreted as Factor 27 is perceived to be of major
importance, whereas Factor 14 is a related issue of secondary-
importance within the revised national document.

During this further analysis, the respondents from Cyprus
defined two new Social factors that were not listed on the
proposed PESTLE factors. It is important to mention them
here since they will be part of the evaluation presented below.

1) Fragmentation of Cybersecurity Training and
Certification for Professionals: Currently, different profes-
sional qualifications are offered in the EU. This creates
a fragmentation of cybersecurity training and certifications
and is likely to stem from the lack of an EU regulatory
framework [70]. This factor is presented as a connection of
“1. Lack of relevant European regulatory frameworks.”

2) Cybersecurity Training for Lower Ages: Cybersecurity
and related definitions should be introduced into secondary
education allowing students to be aware of cybersecurity ear-
lier, and as they are better acquainted with this field, they may
be more likely to engage professionally with cybersecurity in
their later career [70]. Notably, the sooner people are engaged
with cybersecurity, the greater the benefit returned to society.
This factor is presented as a connection of “16. Stereotypes
and misconceptions of Cybersecurity” and “17. Social impact.”

The importance of each factor has been computed on
average according to the respondents’ answers. This value
is shown in Tables I and II. This metric represents the
current consciousness on the issue. As it would be expected,
“Number of Connections” and “Importance of Aspect” are
often proportionally related; a larger number of connections is
associated with greater perceived importance.

Finally, the metric of the number of countries identifying
the factor is considered. For instance, the Political factor “3.
Vulnerabilities of the training systems and skills shortage” was
nominated by the largest number of countries. This metric
gives relevance to those factors that are more commonly

Fig. 2. Modularity analysis of REWIRE data.

perceived across Europe and potentially worldwide. Note that
the Environmental factor “30. COVID-19 pandemic crisis” has
only seven connections but it is considered of high importance.
This is due to the fact that the COVID-19 pandemic is
currently affecting daily life in Europe and worldwide, and
therefore, it is currently keenly felt by the respondents. Aside
from the present disruption however, the lack of connections
to other factors perhaps suggests that its impact is not expected
to be long-lived with respect to cybersecurity education.

As previously stated, it should not be assumed that the
categories of a PESTLE analysis are completely independent
from one another. For example, it may be expected that
political factors both reflect and influence social factors, and so
a separation of factors in a PESTLE analysis may obscure their
interconnected nature. It was hypothesized that there might
be broader factors affecting cybersecurity education indirectly
captured in the results. These broader factors would be implied
by the overlap between factors that had been assigned to
different PESTLE categories. To test for this, the concept of
modularity drawn from social network analysis was utilized.
Modularity is a technique used to identify subgroups within
wider networks of connected nodes. Using the information
relating to the connections between factors, it was possible to
generate a network map of the factors and identify the groups
of factors which may be subfactors of those broader factors
using the modularity algorithm included in the Gephi software
package [71]. The network map generated can be seen in
Fig. 2. A higher-resolution image can be made available upon
request.

As depicted by the colored regions, four broader factor
groups were identified, each containing multiple factors from
multiple PESTLE categories. Factor 29 is an outlier and was
not found to be part of any broader groups. The factors
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TABLE III
FOUR BROADER FACTOR GROUPS IDENTIFIED

BY THE MODULARITY ALGORITHM

were grouped as shown in Table III. From the groupings
of factors identified through the modularity analysis, it can
be hypothesized that there are perhaps four broader factors
which are contributing to the current challenges regarding
cybersecurity education. Presently, these have been termed as:
1) failure of stakeholders to cooperate; 2) lack of a skills
framework; 3) lack of training resources; and 4) lack of
societal interest in cybersecurity. Further research is required
in the future to ascertain if these broader factors can be
identified in other data and what their impact might be.

B. European-Level Analysis

CONCORDIA, CyberSec4Europe, ECHO, and SPARTA2

are four winning pilot projects among the 12 eligible proposals
that the European Commission received for the Horizon 2020
call SU-ICT-03-2018.3 This call had the aim of “establishing

2please check, respectively, https://www.concordia-h2020.eu/, https://
cybersec4europe.eu/, https://echonetwork.eu/, and https://www.sparta.eu/.

3https://ec.europa.eu/programmes/horizon2020/en

TABLE IV
POLITICAL, ECONOMIC, AND SOCIAL FACTORS WITH NUMBER

OF CONNECTIONS, THEIR IMPORTANCE, AND NUMBER

OF PILOTS IDENTIFYING THEM

and operating a pilot for a Cybersecurity Competence Network
to develop and implement a common Cybersecurity Research
and Innovation Roadmap.” The pilot projects are composed
of more than 160 partners from 26 EU Member States
and include big companies, Small and Medium Enterprises
(SMEs), universities, and cybersecurity research institutes. The
pilots’ outcomes can be considered a proto-analysis of the
current European cybersecurity development and the main
issues encountered by European experts in the sector.

The REWIRE project builds on the pilots’ outcomes and
in the current consortium at least one partner belongs to
both the REWIRE project and one of the pilots. This has
enabled the REWIRE project to access all of the pilots’ data,
including that not previously published. Here, representatives
of the pilots analyzed the outcomes of the PESTLE analysis
described within this document. In particular, they 1) reviewed
the factors; 2) identified if and how they affect cybersecurity
education from their perspective; and 3) identified possible
existing dependencies (connections) amongst factors.

Tables IV and V depict the identified PESTLE factors
by the pilots’ analyses. A total of 20 factors of the 31
recognized in Section III were identified by the pilots as
existing in the European environment. Remarkably, all 6 Social
factors were identified by the respondents in combination. The
pilot studies identified approximately two-thirds of the factors
utilized in the REWIRE project. The results are summarized
in Tables IV and V.

As in Section IV-A, it should be noted that if a factor is
not mentioned in Tables IV and V, it is not equivalent to no
connection being identified with it. The factor “24. European
Certification lack” has the highest number of interconnected
factors (total of 10). Interestingly, it is linked to factors from all
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TABLE V
TECHNOLOGICAL, LEGAL, AND ENVIRONMENTAL FACTORS WITH

NUMBER OF CONNECTIONS, THEIR IMPORTANCE, AND

NUMBER OF COUNTRIES IDENTIFYING THEM

TABLE VI
SUMMARY STATISTICS FROM MODULARITY ANALYSES

other categories, except the Environmental group. Therefore,
based on pilots’ findings, it seems that this issue is critical and
should be addressed. From this perspective, factors with more
connections are recognized by pilots’ experts as core issues to
be addressed by the cybersecurity field.

There are two factors identified by all 4 pilots, these are “19.
Cyber Ranges” and “24. European Certification lack.” There
is a broad consensus on the importance of these issues. In the
case of Factor 24, it can be interpreted as confirmation of the
importance of this factor. In the case of Factor 19, it highlights
that Technological factors that should not be overlooked.

Fig. 3 displays the modularity networks for the responses
of the Concordia, CyberSec4Europe, ECHO, and SPARTA
projects, respectively. The colored regions again show the
groups proposed by the modularity algorithm. These regions
have been coded in such a way so that the color matches the
region in Fig. 2 that a majority of the factors belong to; in the
event that the factors were as closely linked to two regions,
the colors were combined. As there is less underlying data,
the networks are noticeably more sparse with many isolated
factors. However, there is some overlap with the categories
seen for the REWIRE data.

The analysis of the Concordia, CyberSec4Europe, ECHO,
and SPARTA groups found considerable overlaps between the
groups identified for each study and those generated through
the analysis of data from REWIRE. Summary statistics from
this can be seen in Table VI. As it can be seen in the table, the
overlap between the analysis of data from CyberSec4Europe
and REWIRE was strongest (71% of factors were judged

Fig. 3. Modularity analysis of Concordia, CyberSec4Europe, ECHO, and
SPARTA data.

to be in the same modularity regions) with slightly smaller
correlations found for the Concordia, ECHO and SPARTA
data. This may in part be because the grouping “Lack of a
skills framework” was completely missing from these three
analyses as it was not discovered by the modularity algorithm.
The large overlap for all four additional analyses can perhaps
lend support for the broad categories of factors defined using
Fig. 2. That similar groups were found in the pilot studies
does suggest that the broader categories defined previously do
represent actual phenomena. This further supports the view
that more research into these broad categories is required. It
should be noted however that many factors were not identified
through the limited data collection for the pilot studies, further
data collection may elucidate whether the inclusion of the
missing factors would support or contradict the performed
analysis of the REWIRE data.

V. STAKEHOLDERS SURVEY

As part of this research, an online survey to collect
additional information from a wider group of European stake-
holders was conducted. The goal of the survey was to collect
information about unfilled cybersecurity job positions, the
most sought-after skills, and the ability of education providers
to train the needed professionals. The respondents were asked
to gauge the vacancies and skills needs in both their organi-
zations and on the national level. A section of the survey was
dedicated to the conducted PESTLE analysis. The respondents
could, depending on their knowledge, either confirm the
selection of the most relevant factors affecting cybersecurity
education or suggest new factors. The survey was sent out to
the contacts identified in the REWIRE stakeholder database in
July 2021 and was run until September, 2021. In particular,
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Fig. 4. Overview of countries with active participant(s) in the survey.

the REWIRE team targeted and contacted key recognized
cybersecurity experts. For instance, REWIRE network counts
stakeholders from ENISA, ECSO, ISC2, and national security
agencies. These stakeholders were selected based on their
involvement in relevant national and international projects
and initiatives in cybersecurity capacity development. Their
responses were considered to be expressions of their national
contexts. In this period, a total of 138 responses from 21
European countries were received and saved to a spreadsheet.
Participating countries are shown in blue in Fig. 4.

Most responses were received from professionals working
in higher education and/or research (44 out of 138) followed
by cybersecurity companies (36 out of 138), noncybersecurity
large companies (19 out of 138) and noncybersecurity SMEs
(15 out of 138). As the survey was conducted as part of an
EU-funded sector skills alliance project, it came as no surprise
that the survey respondents were primarily trainers/professors
and researchers (80 out of 138), followed by managers,
consultants, analysts, engineers, and policymakers.

The survey consisted of five sections and contributed toward
crafting the tools and approaches necessary to tackle Europe’s
cybersecurity workforce gap. The survey contained two ques-
tions related to the PESTLE analysis. The respondents were
asked to rate the level of impact on cybersecurity education of
the following, most frequently mentioned country-level factors
from the PESTLE analysis.

1) Lack of EU coordination on cybersecurity.
2) Economic impact of low capabilities or awareness.
3) Lack of social awareness.
4) Lack of dedicated curricula and training.
5) Lack of knowledge about cyber attacks.
6) Lack of knowledge about personal data protection.
7) The COVID-19 pandemic.

Fig. 5. Result of the evaluation of the respondents on the most mentioned
aspects.

The survey results are shown in Fig. 5. The distribution of
responses was found to vary significantly between questions.
For most factors, respondents considered them to have a
“Medium” or “High” level of impact on cybersecurity edu-
cation. “Lack of knowledge about cyber attacks” and “Lack
of Social Awareness” were clearly assessed as high impact
factors, whereas for the other factors the difference between
high and medium impact was considerably smaller. Note that
the “Lack of dedicated curricula and training” factor was
assessed as “Low” impact in very few responses, similarly to
the highest-ranked two factors. The “Lack of knowledge about
personal data protection” is still very important, particularly
as the introduction of the wide-ranging GDPR (approved in
2016 and valid from 2018) has seemingly not (yet) prompted
a significant change in awareness.

We also considered the COVID-19 pandemic impact due
to its current and ongoing impact on cybersecurity. Somewhat
surprisingly the participants considered this factor as having
a low impact. This rating might be attributed to the fact
that organizations became more adept at addressing and
overcoming the disruption caused by the prolonged pandemic;
or it might be just too soon to retrospectively assess the impact
of the COVID-19 pandemic upon the training of cybersecurity
professionals.

Apart from the COVID-19-related factor, the rest are closely
aligned with the other findings presented in this article and val-
idate the proposal for the high-level grouping of the PESTLE
factors into 1) failure of stakeholders to collaborate (“Lack
of EU coordination on cybersecurity”); 2) lack of a skills
framework/training resources (“Lack of dedicated curricula
and training”) and a low level of societal interest (supported
by the remaining non-COVID-19 factors).

VI. CONCLUSION

Research conducted by relevant organizations (ISC2,
ISACA and other) shows that roughly three million cybersecu-
rity experts are missing worldwide. Cybersecurity education is
a significant element in most strategies developed for tackling
this workforce gap. The state of the art was enhanced in
this domain with a PESTLE analysis aimed at cybersecurity
education. The proposed analysis identified a total of 31
different factors affecting cybersecurity education and skills
development. Up-to-date and primarily European-level refer-
ences were provided for each described factor. Moreover, this
article details the efforts to further collect data, analyze, and
formulate conclusions on the factors affecting cybersecurity
education. These efforts can be split into: 1) national-level;
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2) pilots’; and 3) stakeholders’ reviews of the proposed
PESTLE.

First, representatives from 11 European countries were
asked to review the PESTLE schema and identify possible
existing dependencies amongst the factors. Remarkably, each
country had identified a majority of the skills shortages, gaps,
and mismatches highlighted at a European-level. The PESTLE
categories were found to be approximately equally relevant for
the identified factors with no category being disproportionately
important. However, differences in importance and identifica-
tion can be found at the national-level, suggesting that any
European-level efforts developed and implemented to resolve
these challenges need to adapt to local contexts.

Furthermore, a network map of the factor was generated
using a modularity algorithm. Four broader areas of closely
linked PESTLE factors were identified: 1) failure of stake-
holders to cooperate; 2) lack of a skills framework; 3) lack
of training resources; and 4) low level of societal interest in
cybersecurity.

Second, the same approach were applied at the European-
level by evaluating the four winning cybersecurity pilot
projects’ (i.e., CONCORDIA, CyberSec4Europe, ECHO, and
SPARTA) findings based on information collected from experts
involved in these projects. Significant overlap with the cate-
gories seen for the REWIRE data was found even though the
data available from the pilot projects was not as rich as the
dataset created as part of the REWIRE project.

Third, a survey was sent out to the contacts identified in the
REWIRE stakeholder database. This survey received a total
of 138 responses spread across 21 European countries. The
survey collected data about workforce gaps and skills needs in
the respondents’ organizations and their national contexts. The
survey respondents recognized the “Lack of knowledge about
cyber attacks” and their impact upon businesses as well as
the “Lack of Social Awareness” as having the highest impact
on cybersecurity education on the European-level, both of
which align with the broader area “Lack of societal interest in
cybersecurity” identified in the proposed modularity analysis.

Our PESTLE analysis generated a common taxonomy for
the development of future research involving interviews and
surveys. Going forward it is important to assess the utility of
the broader areas identified through the modularity analyses,
and it may be necessary to collect further data so that a
denser network can be analyzed. This would further validate
the conclusions of this study and provide a conceptual frame-
work from which cybersecurity educative challenges could be
addressed with solutions which respect the local context and
differences between European countries.
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